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PYKOBOACTBO
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Poytep TR-router-05




Brarogapvim Bac 3a nprnobpeteHne AByxananasoHHoro poytepa TR-router-
05, npeaHasHauYeHHOro ANA NPOBOAHOrO M 6eCrnpOBOAHOIO MOAKIOUEHUA K
MHTepHeTy. YeTbipe MOLLHble BHeLLHWE aHTeHHbI co3aaayT Wi-Fi-ceTb B kBapTupe,
oduce v T. 4, a rurabutHble NOPTHI NO3BO/AT YCTAHOBUTL BbICOKOCKOPOCTHOE
NPOBOAHOE MOAKNIOYEHME YCTPOICTB (CMYTHWKOBas MNpWUCTaBKa, TeneBusop,
KOMMbIOTEP U T. A1.) K UHTEPHETY.

HO)KaJ'Iyl‘/]CTa, BHMMaTE/IbHO I'IpOLWITalZTe AaHHOe PYyKOBOACTBO
nosb3oBartena nepes nepebiM BKAHOYEHNEM yCTpOl)’ICTBa.

COAEPXXAHME
“
CTpaHNLbI

1 KomnnekT nocrasku 2

2 MopTbl 1 KHOMKM 3

3 WHankaums 3

4 MoakntoueHne 4

5 Hactpoiika goctyna K UHTEpHeTY 5

6 Beb-uHTepdeiic 7

7 BO3MOXHble HemcnpaBHOCTU M CNOCOBbI NX 10

ycTpaHeHus

8 TexHnueckme xapakTepucTuku 11

9 BaxkHble npeaynpexaeHns 11

10 BesonacHas ytuamsaumsa 12

11 lapaHTUiHble 06A3aTenbCcTBa 12

1. KOMNJIEKT MOCTABKA

m HavmeHoBaHue Kon-Bo

1 BecnpoBogHoli poytep T wr.
2 Agantep nutaHmna 12B /1A 1 wr.
3 Ethernet-kabenb ¢ koHHekTopamu RJ45 (8P8C) 1w

annHon 1,00 £ 0,05 m



4 PykoBoacTBO nosnb3oBatens 1 wr.

2. MOPTbl N KHOMKA

MopT/KHONKa | Onucanne

BOWIR  WAN  LANI LAND LAND

RET [lna BOCCTaHOBAEHNA 3aBOACKNX HACTPOEK HaXMUTe U
yAepXvBaiTe KHOMKyY B TedeHve 10 cekyHA.

WPS [Ans BktodeHns dyHkummn WPS HaxmuTe v yaepxusainte
KHOMKY B TeyeHue 1 cekyHabl.

LAN1 MpoBoaHOe NogKkAtoUeHNe K pPoyTepy CMyTHUKOBbIX
NPUEMHWKOB, TeNeBN30POB, KOMMbHOTEPOB U T. 4.

LAN2 MpoBoaHOe NogKAtoUeHNe K PoyTepy CMyTHUKOBbIX
NPUEMHWKOB, TeNeB130POB, KOMMbIOTEPOB U T. 4.

LAN3 MpoBoaHOe NoAKAOUEHNE K POYyTEPY CMYTHUKOBbIX
NPUEMHWKOB, TeNeB130POB, KOMMbHOTEPOB U T. 4.

WAN MNpoBogHOe NogKAtOYeHNe poyTepa K MHTEPHETY.

POWER MoakntoyeHne agantepa NUTaHMA.

3. UHAVKALMS




Ha BepxHeii naHenn poyTepa pacrnooXeH MHAVWKATOP, OToBpaxatoLLuit
pexvMbl paboTbl.

Cratyc nucaxune

Foput
o OTCcyTCTBYET NOAKNOUEHNE K UHTEPHETY.
KpacHbIi
Foput nan
e MHTepHeT-coeanHeHmne yctaHoBieHo. PoyTep npunumaet
Mmuraet
. n/vnn nepeaaert AaHHble.
3e/1eHblii

4. NOAKNHOYEHUE
« ) B o

|

)

LU

BbinonHuTe cnegytolve geictens:

1. MoaxntoueHne nuTaHua
MopacoeanHMTe agantep NUTaHWUA, BXOAALLMIA B KOMMAEKT NOCTaBKU, K
poyTtepy. MogkntounTe agantep K 31eKTpoceTU.

2. MoakntoueHne ceteBoro kabens
MogakntounTe ceteBoli kabenb OT Balero nposavigepa K WAN-nopty
poyTtepa.

3. BecnpoBoaHoe noaktoueHne

Bbibepute B HacTpolikax 6ecrnpoBOAHOro ycTpoictBa (cMapTdOH,
nAaHLWeT Man KomnbroTep) nogkatoderHne k Wi-Fi-cetn «TR-router-
05» ana noakntovenua Kk cetn 2,4 Iy mam «TR-router-05-5G» ans
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nogkntoueHus Kk cetn 5 My, Beeante Wi-Fi-naponb, ykasaHHbI Ha
3TUKETKE, KOTopas pacrofioXeHa Ha HWXHel uactu poytepa. Mo
YMOYaHUIO Naposib 418 0benx ceTel oguHakos: 57eC5b23.

4, MpoBoaHoe noaktoueHne
Mogxntoumnte KOMNbLOTEP € NoMoLLbo Ethernet-kabens, BxoasLero B
KOMMAekT, K ogHomy 13 LAN-noptos poyTtepa.

5. HACTPOMKA AOCTYMA K UHTEPHETY
OTkpoiiTe Beb-6pay3ep, B afpecHyro CTpoKy BBeguTe agpec: 192.168.0.1.
BBeanTe MMs Nonb3oBaTENs WM Mapofb, yKasaHHbIE Ha 3TUKETKe, KoTopas
pacnonoxeHa Ha HUXHEN CTOpOHe poyTepa (MO YMOAYAHWIO WMS
nosb3oBarens n napoab: admin). Haxxmute kHonky «BoTn».
Bocnonbayiitech pyHkumel «MacTep HacTpoiiku», Tak Kak 3TO MO3BOAMUT
HacTpouTb  poyTep  AAs  BOJbLUMHCTBA  CLeHapueB  JOMallHero
MCMONb30BaHMA.

192.168.0.1

Mima nonsicaatasn admin

MNaponn admin

FANOMHUTE RAPOA

3apalite HoBoe UMs 1 naponb Wi-Fi-cetv ana kaxgoro gnanasoHa: 2,4 My, n
5Mu.

Mo ymonuaHuto nms nonbzosatens Ansa cetn 2,4 Iy (SSID) — TR-router-05,
napoab — 57eC5b23.

Mo ymonyaHuto umsa nonvzosatens agna cetm 5 My (SSID) — TR-router-05-
5G, naponb — 57eC5b23.

HaxmuTe KHOMKY «Hanee».



MacTep HacTpoKn

Maan

Wh

B 2A Mg iSSIE THh-rex 0y

o WI-R S Ty (SS90 TR router-30 - 56

apaie Wi-RT A%eCsh2)

Mpu HeobXoAMMOCTM BbibepUTe TUM NOAKNIOUYEHNS.

Tun caHve

NoAKAOYeEH

PPPoE BbibepuTe 3TOT TMN MOAK/IHOUEHUS, eCAN Ball NpoBangep
npeAocTaBafeT AOCTyM K WMHTEPHETY C WUCMO/Jb30BaHUEM
MMeHW nonb3oBaTens W napons. Beeante  umA
nonb3oBatens, MNapoAb W ApyrMe  Mapametpbl,
npeAocTaB/isemMble BallMM ONepaTopoM.

[AunHamunueckunii Bbibepute 3TOT TUM MOAKNIOYEHWUS, €CAN  WHTEepHeT

IP-agpec AoCTyneH 6e3 ycTaHOBKM KakKMX-1MB0o napameTpoB.

CraTyeckmit Bbibepute AaHHbI TUM MOAK/IIOYEHWS, ecaun AoCTyn B

IP-agpec VMHTEpHeT npegocrasifeTca C MCnonb3oBaHem
ctaTuueckoro IP-agpeca. Beeaute cratvyeckuii agpec n
Apyrue napameTpsl, npeAoctaBisemble BaLLUM
npoBaiigepom.

Ha nsobpaxeHun Huxe TMn nogkatoveHus PPPoE ykasaH Ans npumepa.



Macrep HacTponku
®
Kompwryoaums cem

Kongurypayms cetm

Ten nogmovemes  PPROE
Mo O I0nar oo™
Napoaw

Hacrpoim DNS. ABTomamiiecknil abon

“aaa Aanee

HaxxmuTe kHonky «fanee».

6. BEB-UHTEP®ENC

Be6-nHTEpdEc poyTepa COCTONT U3 CNEAYHOLLNX Pa3AeoB:
1 CTATYC
1.1 O630p.
OTobpaxkeHwue TekyLLero ctatyca nogkatoueHus: IP-agpec, tvn
noakntoueHns, MAC-agpec, Mmacka noacetu, w3, DNS-agpeca.
1.2. Cratyc noptos WAN/LAN.
OTobpadkeHne TeKyLIEro COCTOsHUA MOPTOB: UMs MOpPTa, CTaTyC
NOAKNOUEHMNA, CKOPOCTb, PEXMM nepejayn.
2 CETb
2.1. Ethernet.
Hactpoiika cnegytolyx napameTpos:
e pexum paboTbl: pexxnM MapLIpyTM3aTopa, PeXuM MocCTa;
e TN noaxatoueHus: PPPoE, anHamuueckuid IP, ctatnuecknii IP;
®  VMA NONb30OBaTeNA U Napob ANs TUNa nogkntoverHus PPPoE;

® /M CEpBM1Ca, Ha3HaUYEHHOE NPOBaNAEPOM YCIYT MHTEPHETS;



2.2.

Hactpoiikn DNS, MTU n MAC, Ha3HaueHHble NMoCTaBLLUKOM ycayr
VHTepHeTa.

Hactpoiiku LAN.

HacTpoiika cnegytowmx napameTpos:

e JsloKanbHbIl IP-agpec poyTepa;

e Macka noacety;

e HauaNbHbIA U KOHEUHbI agpeca Nyn0B NOAKNOUYAEMbIX CETEBbIX
YCTPOWCTB.

BECMPOBOAHAA CETb

3.1

3.2

33.

34.

35.

Wi-Fi.

Hactpoiika cnegytowymx napameTpos:

e ob6beanHeHune ceTeli 2,4 Ty n 5Ty,

e n3MeHeHWe nMeHu u napons Wi-Fi-cetu;

®  CKpbITVE VMEHU ceTu;

e BbI6Op MeToAa WNPPOBAHNS.

YepHbIi 1 6esbln CrnCOoK.

[Jlob6asneHve/yaaneHve MAC-aspecoB B YepHbI Wan 6enblit CnCok.
WPS.

AkTnauma pexxumos WPS v PBC, ynpoliaroLwyx nogkatodeHne
ycTpoiicTs k Wi-Fi-ceT poyTepa.

EasyMesh.

Hactpoiika ¢yHkuum EasyMesh, nossonstoLeinnt o6befuHUTL B O4HY
CeTb POYTePbl Pa3/INYHbIX NPouU3BoOAUTENEN. 15 HACTPONKM CreayliTe
nogckaskam B Beb-nHTepdeiice poytepa.

Pexxum peTpaHcaaumm.

HacTpoiika pexvMoB yH1BepCasbHON PEeTPaHCAALMM U PeTPaHCAALMN
WDS.

[LOMONHUTE/BbHLIE HACTPOWKI

4.1.

42.

IPv6.

AKTUBaLMsA U HacTpolika pexuma IPV6 ¢ ykazaHvem Tvna cetn, DNS-
ajpeca v pexuma ajpeca TepMuHana.

locteBas ceTb.

HacTpoiika rocteBoii cetv ¢ ykasaHneM NPOAOMKNTENbHOCTY paboTbl,
VMEHV ¥ NapoJifl FOCTEBOW CeTu.
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4.3.

4.4.

4.5.

4.6.

PoanTenbckuniti KOHTPONb.

Hactpoiika $yHKLUM poAUTENIbCKOrO KOHTPOSA C yKa3aHUeM MMeHU U1
BPEMEHW MOAKNOUYEHUS K CETU KOHTPOMPYEMOrO YCTPOICTBA.
VPN-KkAneHT.

Hactpoiika napameTpos VPN-kaveHTa.

AnnapatHbiii NAT.

BkntoueHne/oTkntouerHne dyHkumnm NAT.

CeTeBas gmarHocTumka.

lMo3BonAeT oueHNTL Ka4ecTBO COeAVHEHNS.

BE3OMACHOCTb

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

MepenanpasieHne NOPTOB.

MpesocTaBneHne AOCTyNa U3 UHTEPHETa K CepBMCaM Ballel CeTh ¢
MCNOAb30BaHNEM OTKPbITOrO NnopTa.

Hactpoiika DMZ.

HacTpoiika gemMunnTapusoBaHHOM 30HbI.

®unbtpauma MAC.

[JlobasneHne MAC-aapecoB B YepHbIA 1 6esblin CrMCOK.
Punbtpauyus IP.

[lobasneHve IP-agpecoB B YepHbIA U 6eNbIn CNCOK.
DDOS.

BkntoueHwue 3awmtbl ot DDOS-aTak.

YnpasneHue URL.

Hactpoiika 3anpeTta gocTtyna K caiitam.

YMNPABJIEHVE

6.1.

6.2.

6.3.

6.4.

6.5.

SNTP.

YKa3aHue aapecoB CepBMCOB BPEMEHM.

YnpasneHue Tpapukom.

OpraHusauusa KOHTpons Tpadrka NOAKIOUEHHbIX YCTPOWCTB.
MN3meHuTb naposns.

YcTaHoBKa napons AocTyna k Be6-uHTepdeiicy poyTepa.
PesepsHoe konunpoeaHne/O6HOBNEHNE.

Co3paaHvie pe3epBHON KONUK KOHGUrypaLmn poytepa, obHoBNeHNe
no.

Mepesarpyska/Copoc.



Mepesarpyska v cbpoc HacTpoek poyTepa.

6.6. NHankaums.

OTK/ItOUEHME CBETOANOAHON MHAMKALMMN poyTepa.

6.7. XXypHan cuctemsl.

[laHHble cncTeMHOro XypHana.

6.8. TR069.

Hactpoiika dyHKLUMK yaaneHHoro ynpasaeHus TRO69.
MACTEP HACTPOVIKW
MepBUYHas HacTpoika poyTepa.

Mpobnaema nan
HeNcnpaBHOCTb

Cnocob ycTpa

7. BO3MOXXHbIE HEMCMPABHOCTU U CNOCOBbI UX YCTPAHEHUA

He nonyuaetca o Y6eautech, uto agpec 192.168.0.1 BBeAeH NpaBuabHO.
nonacTb Ha o OTCcoeanHUTE aganTep NUTaHNA OT 3NEKTPOCETH 1 Yepes
cTpaHuLy 5 MUHYT NOAKAOUMTE 3aHOBO.
HacTpoliku e OuncTuTe K3W-NaMATb KOMMblOTEpPa WAW UCMONb3yiTe
MHTepHeT- Apyron 6paysep.
coeAnHeHNA No e BbikNtounTe U 3aHOBO BK/IOUMTE CETEBOW agantep
aapecy KoMnbtoTepa.
192.168.0.1
Het e [lpoBepbTe NPaBWILHOCTL U HAZEXHOCTb NOAKAOUEHNSA
MNOAKNIOYEHNA K ceteBoro Ethernet-kabens oT Bawero npoBsaiigepa K
NHTepHeTy poyTtepy.
e [lpoBepbTe  paboTy  MHTepHeTa C  MOMOLLbIO
NOAKNIOUYEHNA KOMMbIOTEPA HaMpAMYt K CeTeBOMY
kabento  Balero  MHTepHeT-npoBaiiaepa. Mpwu
OTCYTCTBMM MOAK/IIOYEHVA obpaTuTech K Ballemy
nposangepy.
e ECIM Bbl He MeHAAW Naposb, YCTAaHOBAEHHbIM MO
YMONYaHUIO, TO €ro MOXHO HalTu B AaHHOM
He mory PykoBoacTBe  nosnb3oBaTens  WAM  Ha  3TUKETKe,
BCMOMHUTH PacrnofoXeHHON Ha HVXXHeW YacTu poyTepa.
naponb K Wi-Fi- e CHbpocbTe HACTPOWMKM poyTepa A0 3aBOACKMX, HaXaB U
cetn yAepxmBas kHonky «RESET». 3HaueHve napons
BEPHETCA K Mapo/ito, yCTaHOBAEHHOMY MO YMONYaHUIO,
KOTOpoe Bbl MOXeTe HaWTu B jaHHOM PykoBojcTBe
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noab3oBaTeNs WAW Ha 3TUKeTKe, PacrioNoXeHHOW Ha
HUXHel YacTu poyTepa.

Moe ycTpoiictBo | lMoakntouatbcs K cet 5G MOryT TO/MbKO YCTPOMCTBA,
He MOXeT KOTOPble NOAAEPXKMBAIOT JaHHbI AnanasoH.

06HapyXuTb
cetb 5G poytepa

8. TEXHNYECKUE XAPAKTEPUCTUKUN

Mapametp | 3HaueHune

KonnyecTBo aHTEHH, LWT. 4
Ko3pPULMEHT ycnaeHns KaxAon aHTEHHbI, Abu 5
MakcunmanbHas BbIXOAHaA MOLLHOCTb, Abm 20
Pabounin gnanasoH, My 24n5
Bxo/, — nepemeHHbIN TOkK 100~240B /50 Iy,
Mutanune ~
BbIXx04 — NOCTOAHHbBIN TOK 12B/ 1A
IP-agpec poyTepa 192.168.0.1
IEEE802.11a/n/ac@
CraHgapt SGHz
IEEE802.11b/g/n@
2.4GHz
B ananasoHe 2,4
MakcumanbHas ckopocTb nepeAayn AaHHblx, MéuTt/c gr:m;zgc())He 5y
— 867
. | Anroputm
Kpuntorpaduuecknin
wndposaHma [AnuvHa katova, Ut
npoToKon
Be3sonacHocts | WEP, WPA-PSK,
WPA2-PSK, WPA3 AES 256
WPA TKIP 128
CHAP, PAP MD5 128
[vanasoH paboumnx Temnepatyp, °C Ot 0 go +40
OTHOCKTeNIbHaA BAaXHOCTb BO3ayXa, % <90
labapuTtHble pasmepbl, MM 195 x 120 x 40

9. BAXXHbIE MPEAYNPEXAEHUA
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Mcnonb3yiite TONbKO OPWUIMHaNbHbIA  afanTep MWTaHWs, KOTOPbIWA
NOCTaBAAETCS C YCTPONCTBOM.

MpousBoauTens OCTaBAsieT 3a COGOW MPaBO BHOCUTb W3MEHEHWs B
KOHCTPYKLMIO YCTpOWCTBa 6€3 NpeABapUTENbHOTO YBEAOMEHUS NPU YCIOBUN
COXpaHeHUs 3asBNeHHOro GyHKLMOHana.

Ybeautecb, UTO HanpsXXeHWe, Yyka3aHHOe Ha agantepe nWTaHWs,
COOTBETCTBYET Hamnpsa>XeHnwo Ballei cetn 3NeKTponuTaHuA. Ecnv Bbl He 3HaeTe
CTaHAapT 3NeKTPONWUTaHWs, MPWMEHSEMbIA B BaleMm JAome, obpatnTech B
MEeCTHYH 3HeproctbIToBytO KOMMaHWIo. Ajantep NUTaHWA JOXKEH BbiTb CyxvMm,
6e3 MexaHUYeCcKnX NOBPEXAEHWI caMoro agantepa, kabens u coegnHUTENbHOTO
pasbema.

3anpelyaeTcs MCNONb30BaTh ajanTep MUTaHWA, BXOAALIMIA B KOMMIEKT
nocTaBKku, ANs PaboTbl APYrX YCTPOCTB.

3anpelyaeTcs OCTaBAATb ajanTep MUTaHWA B CETU 6e3 MOAKAHOYEHWS K
YCTPONCTBY.

3anpelyaetca ocTaBATb paboTatoLiee YCTPONCTBO 6e3 npucMoTpa.

3anpeLyaeTcs BCKPbIBaTb KOPMYC YCTPOWCTBA MAM ajantepa NUTaHWs BO
nsbexaHve NopaxeHns 31eKTPUYECKUM TOKOM.

PekomeHayeTcs o6ecToumBaTb YCTPOWCTBO (OTKAtOYaTh ajantep OT CeTut
BHEKTpOHVITaHI/Iﬂ), eCcIn OHO He 3KCniyaTupyetca B TedeHue AAUTeJsIbHOro
BpEMeHW.

He akcnnyaTupyiite HencnpaBHOE YCTPOCTBO: 3TO MOXET BbITb OMacHo.

B cnyyae HencnpaBHOCTM 06paTUTECh MO MECTY MOKYMKWU YCTPOICTBA.

[leiicTBYyiNTe B COOTBETCTBUM C PEKOMEHAALMAMM CMELMAINCTOB.

10. BE3OMACHAA YTUIN3AUNA

O3HaKOMbTECh C MECTHOW CUCTEMO pasjenbHoro cbopa aNekTpuueckmx v
3NeKTPOHHbIX ToBapoB. CobntogaiiTe MecTHble npaBuna.  YTUausmpyiite
obopyAoBaHVe OTAENBbHO OT BbITOBbIX OTXOA0B. [paBUAbHaA yTUAN3ALMA BaLLEro
ToBapa MNo3BOAWT NPEAOTBPATUTL BO3MOXHbIE OTPULLATENbHbIE MOCNEACTBUA ANS
OKpY>KatoLLeli Cpejbl 1 YeNOBEYECKOTO 3/,0POBbS.

11. TAPAHTUHbBIE OBA3ATE/IbCTBA

FapaHTUIHBIA CPOK, YCTAHOBJEHHBIA NpeANpPUATUEM-M3roTOBUTENEM, —
OJVH rog, CO AHA NMOKYMKW.

M3aenne cHuMaeTcs € rapaHTUM B Clydae HapyLleHus npaBua 3KCnayaTaLmy,
M3NI0XKEHHbIX B HaCTOALLEM PYKOBO/ACTBE, a TakXe eC/IM OHO UMeeT cieAbl
MOCTOPOHHEro  BMeLlaTeNbCTBa, MOMbITOK  CaMOCTOATENIbHOTO  PEMOHTa,
VN3MEeHEeHUs KOHCTPYKLIMU UV BHYTPEHHUX CXEM.
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YCTaHOBAEHHbIN CPOK CNyxbbl — 5 net. Mo ncTeyeHun cpoka cayx6bbl
1CnpaBHOE YCTPOMCTBO He MPEACTaBAfeT OMacHOCTU ANA XKU3HW, 340pOBbA W
nmMylecTBa notpebutens. BoamoxHo ganbHelllee NCMO/b30BaHWE NCMPaBHOTO
YCTPOWCTBa MO €ro NPsAMOMY Ha3HaueHWo.

M3roToBneHo B COOTBETCTBUM C TPEGOBAHMAMM:

TP TC 004/2011 «O 6e30MacHOCTM  HWU3KOBOJIbTHOIO
obopysoBaHMa»,

TP TC 020/2011  «2nekTpomMarHUTHas  COBMECTUMOCTb
TEXHUYECKUX CPEACTB»,

TP EASC 037/2016 «O6 orpaHMyeHUN NMPUMeEHeHUs onacHbIX
BELLECTB B U3LENNAX NEKTPOTEXHVKM U PAANOINEKTPOHUKMN».

Mecnu, N roj N3rotoBJieHNA yKasaHbl Ha ynakoBKe.

Mogensb: TR-router-05

HanmeHoBaHue: Poytep TR-router-05

CrpaHa o

ﬂpZMCXOM(AeHMﬂZ Kurai -

M3roTtoBuTenb: Shenzhen RX Technology Co., Ltd. / E
LW3HbYXK3Hb PX TexHonogxu Ko., /14,

Aapec Building 7, Zone B, Intelligent Terminal Industrial Park,

M3roTOBUTENS: Yibin City, China / Bungutr 7, 3oH B, HTenangxeHt
TepmuHan ViHgactpuan Mapk, YnbuH cutm, Kutai.

Vmnoprep: 000 «CnyTHWK JTOrUCTUK>.

Aspec 197374, Poccus, r. CaHkT-MeTepbypr, yn. Ontukos, 4. 4,

mMmnopTepa: Kopn. 2, anT. A, 0. 210.

Ten.: +7 (812) 332-23-24".
" Onnara MexayropoAHero 380HKa OCYLLECTBASETCA NOKynaTesemM no
Tapnpam OnepaTopoB MeXyropogHei CBA3u.
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